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DETAILED ACTION 

Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

2. Claims 1-16 are rejected under 35 U.S.C. 103(a) as being unpatentable over Hoke et 
al(6,70 1,437) in view of Elliot(7, 068,790), and further in view of Federal Information Processing 
Standards Publication 140-2. 

3. As per claim 1, Hoke et al. discloses VPN(see col. 3, lines 27-28) having first(fig. 1 sheet 
1, #140) and second VPN stations(see col. 3, lines 33-35, fig. 1 sheet 1 #150), a classical 
encryption system having first and second operative ly connected encryption/decryption 
processors(see fig. 1 sheet 1, #1 15, #145, #155, col. 6, lines 27-40, 48-58, col. 7, lines 27-57) 
operatively connected to the first and second VPN stations(see col. 6, lines 48-57). Hoke does 
not disclose a quantum key distribution(QKD) system having first and second operatively 
connected QKD stations, the QKD system being adapted to exchange a quantum key between 
the first and second QKD stations and provide the quantum key, encrypt signal using the 
quantum key. Elliot discloses disclose a quantum key distribution (QKD) system(see col. 2, 
lines 7-12) having first and second operatively connected QKD stations(#105a, #105b see fig. 1 
sheet 1), the QKD system being adapted to exchange a quantum key between the first and second 
QKD stations and provide the quantum key, encrypt signal using the quantum key(see col. 4, 
lines 7-20). It would have been obvious to one of ordinary skill in the art at the time of the 
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invention to include Quantum Key Distribution(QKD) of Elliot with Hoke, the motivation is that 
by using QKD it assures the confidentiality of encryption keys distributed across a QKD path 
that may include multiple switches and links in a multi-mode QKD network(see col. 2, lines 14- 
20 of Elliot). Thus, the confidentiality of the distributed encryption key(s) assured, the privacy 
of any data encrypted using the distributed encryption key(s) is further assured(see col. 2, lines 
14-23 of Elliot). Hoke nor Elliot disclose a Federal Information Processing Standards(FIPS). 
Federal Information Processing Standards(FIPS) teaches classical encryption is FIPS compliant, 
and teaches that level 1 includes encryption(see pg. 1). It would have been obvious to include 
the classical encryption is FIPS compliant, with Hokc-Elliot combination, the motivation is that 
by having a FIPS standard, it satisfies the cryptographic module utilized within a security system 
protecting sensitive information(see iii of FIPS 140-2). 

4. As per claim 2, Hoke discloses first and second transmitting/receiving stations(see fig. 1 
sheet 1, #140, #150) operatively connected to the first and second VPN stations(see col. 6, lines 
48-57), respectively, wherein the first and second transmitting/receiving stations are adapted to 
transmit and/or receive plaintext(i.e. decrypt) signals to and from the respective first and second 
VPN stations(see col. 6, lines 27-40, 48-58, col. 7, lines 27-57). 

5. As per claim 3, Hoke discloses the first and second e/d processors are connected by and 
Ethernet section(see col. 6, lines 20-26). 

6. As per claim 4, Hoke discloses the first and second VPN stations are computers(see col. 
6, lines 41-45). 

7 As per claim 5, Hoke does not disclose a quantum key storage device for storing the 
quantum key provided by the QKD system. Elliot discloses a quantum key storage device for 
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storing the quantum key provided by the QKD system(see col. 4, lines 61-64). ). It would have 
been obvious to one of ordinary skill in the art at the time of the invention to include Quantum 
Key Distribution(QKD) of Elliot with Hoke, the motivation is that by using QKD it assures the 
confidentiality of encryption keys distributed across a QKD path that may include multiple 
switches and links in a multi-mode QKD network(see col. 2, lines 14-20 of Elliot). Thus, the 
confidentiality of the distributed encryption key(s) assured, the privacy of any data encrypted 
using the distributed encryption key(s) is further assured(see col. 2, lines 14-23 of Elliot). 

8. As per claim 6, Hoke discloses a VPN layer(see fig. 1 sheet 1), a classical encryption 
layer connected to the VPN layer(see col. 6, lines 27-40, 48-58). Elliot discloses a QKD layer, 
wherein the QKD layer provides a quantum key to the classical encryption layer so that the 
classical encryption layer is capable of encryption information using the quantum key(see col. 4, 
lines 7-20). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to include encryption using a quantum key of Elliot with Hoke, the motivation is that 
using a quantum key for encryption can detect eavesdropping on the QKD path/layer and my 
route the distribution of encryption keys around the eavesdropping in the network, and 
encryption by using a quantum key can also be used to locate if there is a eavesdropper(see col. 
2, lines 25-31 of Elliot). 

9. As per claim 7, Elliot discloses the QKD layer includes first and second QKD stations 
respectively operatively coupled to the first and second e/d processors and adapted to 
symmetrically distribution the quantum key to the first and second e/d processors(see col. 2, lines 
7-12, fig. 1 sheet 1). It would have been obvious to one of ordinary skill in the art at the time of 
the invention to include encryption using a quantum key of Elliot with Hoke, the motivation is 
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that using a quantum key for encryption can detect eavesdropping on the QKD path/layer and my 
route the distribution of encryption keys around the eavesdropping in the network, and 
encryption by using a quantum key can also be used to locate if there is a eavesdropper(see col. 
2, lines 25-31 of Elliot). 

10. As per claim 8, Hoke discloses first and second transmitters/receivers operatively 
connected through a VPN(see fig. 1 sheet 1); encryption system col. 6, lines 27-40, 48-58, col. 7, 
lines 27-57). Elliot discloses a QKD system provides a quantum key to the encryption system to 
encrypt and decrypt a plaintext signal input from one of the first and second 
transmitters/receivers(see col. 2, lines 14-20, col. 4, lines 7-20). It would have been obvious to 
one of ordinary skill in the art at the time of the invention to include encryption using a quantum 
key of Elliot with Hoke, the motivation is that using a quantum key for encryption can detect 
eavesdropping on the QKD path/layer and my route the distribution of encryption keys around 
the eavesdropping in the network, and encryption by using a quantum key can also be used to 
locate if there is a eavesdropper(see col. 2, lines 25-31 of Elliot). 

11. As per claim 9, Hoke nor Elliot disclose the classical encryption system is FIPS- 
compliant. Federal Information Processing Standards(FIPS) teaches classical encryption is FIPS 
compliant, and teaches that level 1 includes encryption(see pg. 1). It would have been obvious to 
include the classical encryption is FIPS compliant, with Hoke-Elliot combination, the motivation 
is that by having a FIPS standard, it satisfies the cryptographic module utilized within a security 
system protecting sensitive information(see iii of FIPS 140-2). 

12. As per claim 10, limitations have already been addressed(see claims 1 and 7). 

13. As per claim 11, limitations have already been addressed(see claim 2). 
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14. As per claim 12, limitations have already been addressed(see claim 3). 

15. As per claim 13, Hoke discloses transmitting an encrypted signal between first and 
second transmitting/receiving stations(see col. 7, lines 27-46), sending a first plaintext signal 
from the first transmitting/receiving station to a first VPN station of a VPN; converting the first 
plaintext signal to a first VPN signal at the first VPN station; providing the first VPN signal to a 
first encryption/decryption processor of a classical encryption system also having a second 
processor(see col. 7, lines 27-58), forming an encrypted VPN signal from the first VPN signal at 
the first processor(see col. 7, lines 27-46), for a decrypted VPN signal from the encrypted VPN 
signal at the second processor(see col. 7, lines 27-58), forming second plaintext signal from the 
decrypted VPN signal at a second VPN station in the VPN; and receiving the second plaintext 
signal at the second transmitting/receiving station(see col. 8, lines 38-51, col. 9, lines 6-17). 

16. Hoke does not disclose a quantum key. Elliot discloses exchanging a quantum key 
between first and second QKD stations in a QKD system and providing the quantum key to the 
first and second processors(see col. 4, lines 7-20); using the quantum key provided to the first 
processor; using the quantum key provided to the second processor(see col. 4, lines 7-20). It 
would have been obvious to one of ordinary skill in the art at the time of the invention to include 
encryption using a quantum key of Elliot with Hoke, the motivation is that using a quantum key 
for encryption can detect eavesdropping on the QKD path/layer and my route the distribution of 
encryption keys around the eavesdropping in the network, and encryption by using a quantum 
key can also be used to locate if there is a eavesdropper(see col. 2, lines 25-31 of Elliot). 

17. As per claim 14, limitations have already been addressed(see claim 6). 

18. As per claim 15, limitations have already been addressed(see claim 7). 
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19. As per claim 16, FIPS standard teaches forming the classical encryption link with a FIPS 
compliant encryption link(see pg. 1-2). It would have been obvious to include the encryption 
link is FIPS compliant, with Hoke-Elliot combination, the motivation is that by having a FIPS 
standard, it satisfies the cryptographic module utilized within a security system protecting 
sensitive information(see iii of FIPS 140-2). 

Response to Applicant 

20. In response to applicant's arguments against the references individually, one cannot show 
nonobviousness by attacking references individually where the rejections are based on 
combinations of references. See In re Keller, 642 F.2d 413, 208 USPQ 871 (CCPA 1981); In re 
Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 1986). 

21 . In response to applicant's argument that there is no suggestion to combine the references, 
the examiner recognizes that obviousness can only be established by combining or modifying the 
teachings of the prior art to produce the claimed invention where there is some teaching, 
suggestion, or motivation to do so found either in the references themselves or in the knowledge 
generally available to one of ordinary skill in the art. See In re Fine, 837 F.2d 1071, 5 
USPQ2d 1596 (Fed. Cir. 1988)and/« re Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). 
In this case, the Applicant states that Hoke does not disclose, teach or suggest, any motivation 
for using QKD techniques in combination with its VPN system. It would have been obvious to 
one of ordinary skill in the art at the time of the invention to include Quantum Key 
Distribution(QKD) of Elliot with Hoke, the motivation is that by using QKD it assures the 
confidentiality of encryption keys distributed across a QKD path that may include multiple 
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switches and links in a multi-mode QKD network(see col. 2, lines 14-20 of Elliot). Thus, the 
confidentiality of the distributed encryption key(s) assured, the privacy of any data encrypted 
using the distributed encryption key(s) is further assured(see col. 2, lines 14-23 of Elliot). 

22. The Applicant states that Elliot does not disclose a VPN type communication nor FIPS 
standard. Elliot was not relied up for the limitation of VPN communication nor FIPS standard. 
Thus, Applicant arguments are moot. 

Final Action 

23. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JENISE E. JACKSON whose telephone number is (571)272- 
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3791 . The examiner can normally be reached on Increased Flex time, but generally in the office 
M-Fri(8-4:30).. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571) 272-381 1 . The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

February 1,2009 
/J. E. J./ 

Examiner, Art Unit 2439 



/Kambiz Zand/ 

Supervisory Patent Examiner, Art Unit 2434 



